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DETIALED ACTION 
Response to Amendment 

1. Amendment filed on 13 June 2005 have bee accepted. 

2. Applicant's arguments filed 04/04/2005 have been fully considered but they are not 
persuasive. 

Claim Rejections - 35 USC § 102 

1. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1-7 are rejected under 35 U.S.C. 102(e) as being anticipated by Zhao US 
(6,754,822). 



As per claim 1 : Zhao discloses an inspection method for inspecting information stored in 
terminals that are included in a network, comprising the step of: 
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• Using a program module, which moves between the terminals and determines 
by using a public key digital watermarking method, whether a digital 
watermark is embedded in the information. (Co/ 14, Lines 1-7 & Col 18, lines 32- 
50) 

As per claim 2: Zhao discloses the method according to claim 1, wherein when the 
program module determines that a digital watermark is embedded in the information, 
the information is downloaded from the terminal to an inspection server. (Col 14, Lines 
21-23) 

As per claim 3: Zhao discloses the method according to claim 1, wherein when the 
program module determines that the digital watermark is embedded in the information, 
the program module then checks, based on the digital watermark, if the user of the 
terminal is an authentic user of the information. ( Col 15, Lines 48-54) 

As per claim 4: Zhao discloses an inspection system comprising an inspection host for 
moving a program module, determines by using a public key digital watermarking 
method whether a digital watermark is embedded in information stored in a terminal, 
between terminals that are included in a network. (Col 14, Lines 16-23 & Col 18, lines 
32-50 ) 
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As per claim 5: Zhao discloses a recording medium that stores a program module which 
moves between temninals that are included in a network and determines by using a 
public key digital watermarking method whether a digital watermark is embedded in 
information stored in the temiinal. (Col 14, Lines 16-23 & Col 18, lines 32-50) 

As per claim 6: Zhao discloses an inspection method comprising: 

• step of disclosing a part of digital watermark information related to a digital 
watermark extraction method on a network; (Col 12, Lines 45-53 ) 

• step of installing at least a part of digital watermark information in a terminal 
which desires the installation of the digital watermark extraction method; (Col 12, 
lines 53-58) 

• inspection step of inspecting authenticity of information in the terminal using the 
digital watermark information installed in the terminal. ( Col 13, Lines 13-19) 

As per claims 7: Zhao discloses the method according to claim further comprising a step 
of informing, information is detected in the copyright protection when illicit use of 
inspection step, a terminal of the detection via the network. ( Col 13, Lines 40-46) 

3. Claims 15 and 16 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Zhao US (6,141.753). 
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As per claim 15: Zhao discloses an inspection method comprising: 
Storage medium providing step of providing storage medium which stores enciphered 
information embedded with storage medium identification information as a digital 
watermark;(Col 6. lines 18-32) 

A presentation request step requesting the user to present the storage medium 

identification and user identification information; (Col 6, lines 39-44 ) 

A providing step of providing of providing a decipher program of the enciphered 

information to the user in the presence of the presentation; (Col 7, lines 11-14) 

An inspection step of inspecting authenticity of information by the user by comparing 

the user identification information associated with the storage medium identification 

information, and user information of a terminal that stores the information (Col 10, lines 

44-52/ the system use the encryption/decryption keys to track software copies and 

identify who using them) 



As per claim 16: Zhao discloses an inspection system that sells enciphered information 
(Col 6, lines 55-58) which is stored in a storage medium and embedded with storage 
medium identification information as a digital watermark (Col 6, lines 18-32), 

said system providing decipher software of the enciphered information to a user 
when the user presents the storage medium identification information and user 
identification information (Col 6, lines 39-44 and Col 7, lines 11-14), 
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managing the storage medium identification information and user identification 
information in correspondence with each other (Col 6, Lines 1-9), and 

Inspecting authenticity information by the user by comparing the user 
identification information associated with the storage medium identification information 
embedded as the digital watermark the information, and user infomiation of a terminal 
that stores the information (Col 6, lines 50-60). 



Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 8-14 rejected under 35 U.S.C. 103(a) as being unpatentable over Zhao 
USP (6,754,822) in view of Smith et al. USP (6,067,822). 

As per claim 8: Zhao discloses an inspection method comprising: 

• Step of disclosing a part of digital watermark information related to a^digital 
watermark extraction technique network; (Col 12, Lines 45-53) 

• Zhao doesn't explicitly disclose a step of licensing terminal which included in the 
network to use the digital watermark extraction method and the step of installing 
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the digital watermark extraction technique in another terminal via use-licensed 
terminal. However Olsen et al. teaches the using of a system to distribute, 
license, install and monitor the use of software in a network environment (Col 2, 
lines 18-35 and Col 9, lines 32-44). Therefore, it would be obvious to a person of 
ordinary skill in the art at the time the invention was made to modify the system 
of Zhao with the teaching of Olsen to include a licensing system to license the 
digital watermark extraction technique and installs it. One would be motivated to 
do so in order to determine the usage of individual application in an enterprise 
network environment, which applications are installed on a network, and which 
users are using them (Col 2, lines 18-35). 
• Zhao discloses an inspection step of inspecting authenticity of information in the 
other terminal using the digital watermark extraction method installed the other 
terminal. (Col 13, Lines 13-19) 

As per claims 9: Zhao discloses the method according to claim 8 further comprising a 
step of informing, information is detected in the copyright protection when illicit use of 
inspection step, a terminal of the detection via the network. (Col 13, Lines 40-46) 

As per claim 10: Zhao discloses An inspection system comprising a digital 
watermarking technique server which disclose a part of digital watermarking extraction 
technique on a network but doesn't show the method of licensing a terminal which is 
included in the network to use the digital watermarking technique. However Smith et al. 
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teaches the using of a system to distribute and license software in a network 
environment (Col 2, lines 18-35). Therefore, it would be obvious to a person of ordinary 
skill in the art at the time the invention was made to modify the system of Zhao with the 
teaching of Smith to include a step to license the digital watermark extraction technique 
on the terminals using it. One would be motivated to do so in order to determine the 
usage of individual application in an enterprise network environment, which applications 
are installed on a network, and which users are using them (Col 2, lines 18-35). 

As per claim 1 1 : Zhao discloses an inspection method comprising: 
step of providing digital representation, a technique for protecting the digital 
representation (Col 17, line 64 through Col 18 line 5) and authenticating the digital 
representation (Col 18 lines 29-36) but doesn't show the method of accepting the 
purchase application via the network before sending the digital representation. However 
Smith et al. teaches the using of a digital content distribution system that accepts a 
purchase application for any form of digitally stored information stored on the content 
server (Col 6, lines 23-26), verify user billing information (Col 7, lines 16-21) and 
transfer the software to the user if the verification process is successful (Col 7, lines 25- 
28) and require the acceptance of a user agreement before proceeding Col 5, lines 22- 
32). Therefore it would be obvious to a person with ordinary skill in the art at the time 
the invention was made to modify Zhao system with the teaching of Smith to include a 
step to accept and verify purchase applications before sending digital representation. 
One would be motivated to do so in order to enable the system to securely distributing 



Application/Control Number: 09/901 ,684 Page 9 

Art Unit: 2136 

software, providing control over software installation and provide a secure billing and 
user information for the service providers while inhibiting piracy. (Col 2, Lines 18-28) 

As per claim 12: Zhao discloses the method according to claim 1 1 , wherein the 
presentation step includes a step of presenting a measure to be taken against the user 
who illicitly used the information. (Col 16 lines 50-65) 

As per claim 13: Zhao discloses the method according to claim 11, wherein the 
presentation step includes a step of presenting to the user an extraction program which 
gives an explanation about digital watermark extraction method, and can inspect digital 
watermark embedded in the information (Col 16, lines 19- 34), and the providing step 
includes a step of embedding, when identification information of the user is confirmed 
together with the agreement, the user identification information in the information as a 
digital watermark, and providing that information to the user (Col 15, lines 48-54 ). 

As per claim 14: Zhao discloses an inspection system comprising an information vendor 
server that downloads digital representation to a user and require the user to agree on a 
protection method for the content( Col 17, line 64 through Col 18, line 5 ) but doesn't 
show the step of accepting a purchase application of information from a user via a 
network. However Smith et al. teaches the using of a digital content distribution system 
that accepts a purchase application for any form of digitally stored information stored on 
the content server (Col 6, lines 23-26), accept user purchase application via the network 
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(Col 5, lines 56-62) and transfer the software to the user upon acceptance of the license 
agreement (Col 5, lines 22-32) and providing the information protected by the 
copyright protecting technique which makes it possible for the user to inspect 
authenticity of the information, when agreement is confirmed (Col 9, lines 57-66). 
Therefore it would be obvious to a person with ordinary skill in the art at the time the 
invention was made to modify Zhao system with the teaching of Smith to. One would be 
motivated to do so in order to enable the system to securely distributing software, 
providing control over software installation and provide a secure billing and user 
information for the service providers while inhibiting piracy. (Col 2, Lines 18-28) 

Response to Arguments 

6. Claims 1, 4-6, 8, 11, 14-16 have been amended. 

Regarding applicant argument that Zhao 822' doesn't suggest the aspect of the using a 
public key digital watermarking method. The examiner disagrees with applicant. Zhao 
explicitly teaches the using of public/private key cryptography to secure the digital 
watermarking methods (Col 5, lines 31-52). Furthermore Zhao discloses each digital 
watermark agent (module) have it's own private/public key pair which the agent use to 
generate encrypted messages to be sent out and composing digital signatures (Col 18, 
lines 5-50). Claims 35 and 36 in Zhao 822' are more specific as they disclose an 
encryption (public) key and a decryption (private) key for each agent. 
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Regarding applicant argument that Zhao doesn't teach installing watermark information 
in a terminal desiring to extract watermark information and inspecting the authenticity of 
information installed. The examiner disagrees with applicant. Zhao teaches installing a 
watermark reader to extract watermark infomiation and provide information for the code 
interpreter to perform the watermark functions and inspect the authenticity of the data in 
the terminal and take some protective actions if the terminal contains un-authorized 
data (Col 12. line 45 through Col 1 3, line 45 & Col 1 7, line 65 through Col 1 8, line 5). 
Claims 30 and 40 are more specific as they disclose installing the watermark extraction 
on terminal desiring to extract the information and inspecting the data on the terminal to 
verify that the user is authorized to use them. 

Regarding applicant argument that Zhao doesn't teach inspecting the watermark 
information by the user. The examiner agrees with the applicant that Zhao doesn't 
explicitly teach the user inspecting watermark for authenticity. However the system as 
modified by Smith teaches the limitation in two ways first by explicitly verifying the 
content before the instillation or download of the content and by using a secure socket 
layer protocol to verify authenticity of the transactions (Col 5 line 63 through Col 6 line 
65 & See claim 13). Cols 9 & 10 are more specific as they describe the assurance 
methods for users. 

Conclusion 
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7. THIS ACTION IS MADE FINAL Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 . 1 36(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Firas Alomari whose telephone number is (571) 272- 
7963. The examiner can normally be reached on M-F from 8:30 am - 5:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, AYAZ SHEIKH can be reached on (571) 272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Firas Alomari 
Examiner 
Art Unit 2136 
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